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FINANCIAL RISK MANAGEMENT
OF ELECTRONIC MONEY

The purpose of the article is to identify and study the main types of financial risks of electronic
money in modern conditions of digitalization of the economy.

When preparing the scientific publication, general scientific and special research methods were
used: the method of critical analysis, scientific abstraction, and generalization of scientific experience
of modern theoretical research, as well as a systemic and comprehensive approach.

The study results are as follows: the areas of use of electronic money were clarified; the main
types of financial risks of electronic money were defined and analyzed; the structure was investigated,
and a classification of financial risks of electronic money was provided; specific risks of electronic
money caused by the war between Russia and Ukraine were identified. Based on the research, a list was
provided, and the content of the main measures to ensure the security of transactions with electronic
money was disclosed.

The scientific novelty of the results of the study is as follows. The types of financial risks of
electronic money identified in the article allow us to adjust the tasks aimed at increasing the level of
their security. The proposed main measures to achieve the security of transactions with electronic
money contribute to the formation of a strategy for maximum security of the activities of business
structures in modern conditions of digitalization of the economy. The methodological approach to the
selection of organizational measures for the safe issuance, use, and storage of electronic money and
to determining their reliability has received further development. This will allow for the optimal use
of the financial resources of business entities while maintaining an acceptable level of their economic
security.

The practical significance lies in the fact that the theoretical provisions of the study regarding
financial risks and the content of the main measures to achieve the security of electronic money
transactions can be used in the strategic and tactical planning of the economic activities of financial
market participants.

Keywords: electronic money, risk, management, payment instruments, payment systems,
electronic wallets, cryptocurrency, hacker attacks, cybersecurity, fraud
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MeToro CTaTTi € BUSIBICHHS 1 JIOCIIDKEHHS OCHOBHUX BHJIIB (JiIHAHCOBUX PU3UKIB EIEKTPOHHUX
rpouiell y cydacHUX yMOBaX Ji/PKUTai3alil eKOHOMIKH.

[Tpn migroroBii HayKoBOi IyOuiKaLii OyJ0 BHKOPHUCTAHO 3arajIbHOHAYKOBI 1 CIIeIialIbHI METOIH
JOCIIJDKEHHS: METO KPUTUYHOTO aHalli3y, HayKOBOT aOCTpaKLil Ta y3aralbHEHHS HAyKOBOTO JOCBITY
Cy4YaCHHX TEOPETUIHHX TOCIIKEHb, CHCTEMHO-KOMIUIEKCHUH ITiIXi.

[ligcyMKOM JOCIIDKEHHS € HACTYIIHI OTPHUMaHI pe3yJIbTaTH: YTOYHCHI cepr BHUKOPHCTAHHS
CJIEKTPOHHMX TpOILCH, BU3HAYCHO OCHOBHI BUAM (DIHAHCOBOIO PH3UKY EJIEKTPOHHUX TIpOIICH,
MPOBEICHO IX aHali3; JOCHTI[HKEHO CTPYKTypy Ta HajuaHa kiacugikamis (QiHAHCOBUX PH3HKIB
CJICKTPOHHUX I'POIIEH; BU3HAUYCHO CEUU(IUH] PU3NKHU €IEKTPOHHUX IPOIIe, 3yMOBIICH] BITHOIO MK
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pociero Ta Ykpainorw. Ha migcTaBi 1ociipkeHb HaJaHo TIEpesTik Ta pO3KPUTO 3MICT OCHOBHHX 3aXO0/IiB
i3 3a0e3rneueHH s 0e3neKu orepailiii 3 eJIeKTPOHHUMH I'POIINMA.

HaykoBa HOBH3HA pe3ysIbTaTiB JIOCHTI/PKCHHS NOJIATae B HACTYITHOMY. Bu3HaueHi y cTarTi BUIH
(hiHAaHCOBMX PUBHUKIB €JIEKTPOHHUX I'POIIEH T03BOJISTIOTH CKOPUTYBATH 3aB/IaHHS IO ITiIBUILICHHIO PiBHS
iX 3aXHMIIEHOCTI. 3aPOIIOHOBAHI OCHOBHI 3aX0JIM 3 JAOCSATHEHHs OC3IEKH ONepalii 3 eIeKTPOHHIUMH
TpoIIMMa CIIPHUSIOTH (POPMYBAHHIO CTpATETii MaKCHUMaIbHOI Oe3MeKH MisTbHOCTI Oi3HEeC-CTPYKTYp B
CyJaCHHX YMOBax Ni/DKUTaiizarlii eKOHOMIKH. [[icTaB momambIioro po3BUTKY METOTWYHHUH ITiIXif
JI0 BUOOpY OpraHizaiiiiHuX 3aXOJiB I0J0 OE3NEeYHOro eMiTyBaHHs, BUKOPUCTAHHS, Ta 30€peKeHHs
CJICKTPOHHUX T'pOIIeH Ta BU3HAYCHHS 1X HaAidHOCTI. lle 103BONINTH ONTUMAIBHO BUKOPHCTOBYBATH
(hiHaHCOBI pecypcH cy0’€KTIiB rOCIIOIapIOBAHHS 13 JOTPUMAHHSM JJOIYCTHMOTO PiBHS iX €KOHOMIYHOT
Oe3meKu.

[lpakTYHa 3HAYYLIICTH HOJITAE B TOMY, IO TEOPETHYHI ITOJOXKCHHS IOCIIDKEHHS II0J0
(hiHAaHCOBUX PHU3HKIB Ta 3MICTy OCHOBHHUX 3aXOJIiB 13 JOCSATHEHHS OS3MEKH ONeparliil 3 eneKTpOHHUMHU
IpOIIMMa MOXYTb BUKOPUCTOBYBATHCS IIPU CTPATETIYHOMY 1 TAKTUYHOMY IUIAHYBaHHI MOCIIOIAPCHKOT

JUSUTBHOCTI YYaCHHKIB (DIHAHCOBOTO PUHKY.

Knrouosi cnosa: enekmpouni zpouti, pusuk, 20cno0apro6anhs, NIAMINCHI IHCMpymenmu,
naamijypicHi cucmemu, en1eKMpPOHHI 2amManyi, KpURMOsalioma, XaKepcoKi amaxu, Kioepoesnexa,

waxpaicmaeo

JEL classification: D81, D83, D84, E52, E66, 023

Statement of the problem. Money as
a payment instrument plays a key role in the
development of the economy and modern
society. It provides a universal exchange
between owners of millions of goods and
services, and also supports the functioning of
credit systems and public finances. Electronic
payment instruments, such as card payments
and electronic transfers, are gradually
replacing cash and paper checks, especially
in the field of retail payments. However,
paper money is still widely used, remaining a
convenient means for small payments and for
servicing the informal sector of the economy.
Electronic money as a payment instrument,
based on modern innovative solutions,
provides economic agents with a new way
to make payments, and also represents a new
payment technology that allows the storage
of assets in electronic form. The importance
of electronic money for the economy is
clearly confirmed by the fact that, despite the
continuation of a full-scale war, the majority
of settlement operations in Ukraine are
carried out in a non-cash form. Like every
innovative technology, electronic money has
its weaknesses. One of the main ones is the
presence of financial risks when storing and
using it. Despite the progress of electronic
money protection technologies, the methods
of criminal attacks on them are also constantly
improving. Therefore, the need for constant

monitoring and identification of risks and
threats that arise during the digitalization of
economic processes is always relevant.
Analysis of recent research and
publications. Electronic money in the
modern digitalized world is becoming
more and more widespread and is gradually
absorbing all types of payments. The
availability and convenience of electronic
money make it vulnerable and attractive for
criminal attacks. The issues of creation, use
and protection of electronic money due to its
relevance and significance are studied by both
scientists and financial market specialists.
Research is conducted in all areas of use. In
particular, Tarasenko I. in [1] investigates the
main aspects of ensuring financial stability
in the digital age, European approaches and
features of their implementation in Ukraine,
Burakovsky 1., Kravchuk V., Naumenko D.,
and Glybovets A. in [2] assess the volume
of the electronic money market, its main
players, and determine the geographical
and institutional aspects of development.
Korolenko O., Ryabykina N. and Ryabykina
K. in [3] conduct research on the investment
attractiveness and opportunities of Ukrainian
business in the context of global risks. O.
Dovgan, L. Lytvynova, and S. Dear in
[4] highlight cybersecurity issues that are
becoming particularly relevant in the context
of the development of the information
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society and the creation of an effective
cybersecurity system in Ukraine. Pavlyuk
Ya. in [5] considers the future of digital
money in Ukraine, while Schmidt D. in [6]
analyzes the possibilities of educating a
cybersecurity culture in society. The pool of
experts [7] and members of the NBU financial
club [8] conduct constant monitoring of the
Ukrainian e-commerce market, while Google
employees study the general factors of the
Internet’s impact on the Ukrainian economy
[9], and specialists from professional and
public organizations study ways and methods
of protecting the property interests of
consumers of digital products. In particular,
EMA specialists in [10] conduct an analysis
of fraudulent and phishing sites and provide
professional security recommendations to
clients, Chainalysis analysts [11] expose
criminal money laundering schemes using
cryptocurrencies, Climate & Tech [12]
analyze the use of electronic money in illegal
gambling, News Track Live specialists
[13] deal with the problems of protecting
entrepreneurship in the digital environment,
and SonicWall [14] conducts an annual in-
depth analysis of cyber risks, etc.
Highlighting previously unresolved
parts of the overall problem. It can be
stated that the problems of detecting,
identifying and protecting the property
rights of owners at all stages of the use of
electronic money are extremely important,

relevant and, unfortunately, have not yet
been sufficiently researched. In particular,
this concerns the detection, classification and
study of significant financial risks associated
with electronic money in modern conditions.

Formulation of the article’s goals
(task statement). The purpose of the article
is to identify and study the main types of
financial risks of electronic money in modern
conditions of digitalization of the economy.

The object of the research is the
processes of digitalization of finance in the
rapidly changing conditions of the modern
economy.

The subject of the study is the
theoretical and practical aspects of managing
the financial risks of electronic money.

Description  of the  research
methodology. The study wused general
scientific and special research methods:
methods of critical analysis, scientific
abstraction, and generalization of scientific
experience from modern theoretical research,
and a systemic and comprehensive approach.

Presentation of the main research
material with a full justification of the
scientific results obtained. With the spread
of Internet technologies and the development
of e-commerce, electronic money is
becoming an important tool in the modern
economy, and an alternative to traditional
instruments of cash and non-cash circulation

(Fig. 1).

Electronic money

Transfer funds from card to
bank account in Internet networks

Calculations with using terminals
payment methods

Payment transactions for
goods/services on the [nternet

Operations in devices self-
service
Quasi-cache
Conversion operations cash to
electronic money

Card-to-card transfers

Fig. 1. Areas of the use of electronic money
Source:based on [2]
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The degree of use of electronic money
by the population of a country depends on
the standard of living of its citizens as well
as on the pace of implementation and use of
modern technologies. According to expert
assessments by NBU employees [7], Ukraine
ranks seventh among European countries in
the number of non-cash transactions using
payment cards per person (Table 1).

According to the National Bank of
Ukraine [8], the number of electronic money
transactions in Ukraine is almost three times
greater than the number of cash transactions.

Electronic money guarantees the speed
and convenience of transactions, but at the
same time it carries significant financial
risks. These risks require detailed analysis to
ensure the safe use of electronic money for
both businesses and consumers.

Based on the analysis of scientific
sources, the following main types of
financial risks of electronic money can be
distinguished (Fig. 2).

1. Military risks:

— economic recession — caused by the
need to change the location of enterprises,
logistics, and the militarization of the
economy. The main indicators are increased
inflation, an increased discount rate, a decline
in production (Fig. 3), and devaluation of the
national currency (Fig. 4), which reduces the
efficiency of capitalizing electronic money;

— attacks on critical infrastructure
— constant outages negatively affect
the processes of electronic document

management and cryptocurrency mining.
According to [16, 20], from September 28,
2022, to September 1, 2024, almost 11.5
thousand launches of cruise missiles, ballistic
missiles, anti-aircraft missiles of the S-300
complex used for strikes on ground targets,
and kamikaze UAVs of the Shahed-131/136
type were registered.

An analysis by Forescout Research/
Vedere Labs [21] showed that in 2023 the
number of cyberattacks on global critical
infrastructure increased by 30% compared
to 2022. In particular, 420 million attacks
were recorded for the period from January
to December 2023 (an average of 13 attacks
every second). Constant pressure is felt
by communications systems, healthcare
facilities, energy, waste  processing,
manufacturing, and logistics enterprises, etc.;

— skills or labor shortage — a negative
impact on the creation, conversion, and
circulation of electronic money due to
migration processes associated with the
armed invasion.

Accordingtodatapublished by the Office
of the United Nations High Commissioner
for Refugees [6], approximately 6.29
million people left Ukraine at the beginning
of the war and have not returned. Since

Table 1

Number of non-cash transactions using payment cards per person per year*

Country Number of transactions per person, pcs.
1. Estonia 235.0
2. Latvia 140.0
3. Poland 100.0
4. Lithuania 97.5
5. Slovenia 90.0
6. Czech Republic 86.5
7. Ukraine 72.9
8. Croatia 70.0
9. Hungary 66.5
10. Slovakia 65.5
11. Romania 25.2
12. Bulgaria 18.5

*Source: [7]
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Fig. 2. Main types of financial risks of electronic money
Source: classified by the author

mid-October 2022, this number has been
increasing annually. From February 24,
2022, to June 26, 2023, alone, excluding
data from Russia and Belarus, 20.64 million
departures and 14.34 million entries were
recorded in Ukraine.

— institutional collapse in the financial
sector — the destabilizing impact of the war
on the functioning of financial institutions
and erroneous management decisions in
the areas of financial monitoring, currency
supervision, and the implementation of
sanctions policies can lead to significant
losses for the economy and pose a real
threat to national security. Distrust in state
institutions and political decisions creates an
atmosphere of uncertainty that deters foreign
investors.
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The structure of the most significant
financial risks of electronic money caused by
the war is presented in Fig. 3.

2. Fraud and cyber threats:

— phishing (phishing sites, vishing,
smishing, deepfake phishing) — the use
by attackers of psychological methods to
influence the owners of electronic resources
and to seize their confidential data.

Phishing remains the main threat to
Ukrainian Internet users, and its scale is
constantly growing. The structure of online
fraud is presented in Fig. 4.

EMA specialists in [7] found that
phishing sites account for 88% of all blocked
cybercrime resources. The remaining 12%
are fraudulent online stores, fake earning
schemes, scams with “investments,” or
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Fig. 3. Structure of financial risks of electronic money caused by war
Source: based on [19, 23]
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Fig. 4. Phishing structure (most common methods)
Source: based on [19, 23]

services aimed at defrauding citizens of
money, as well as sites distributing malicious
software;

— account hacking — the wuse of
shortcomings in personal data protection
and vulnerabilities in security systems to

gain access to an electronic wallet and
transfer money without the knowledge of its
owner. In 2023, the number of attacks using
cryptojacking increased by 43%, and the
spread of Internet of Things (IoT) malware
increased by 87% [8].
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— malware — the installation of special
programs on a user’s device without their
knowledge to track transactions, steal
passwords, and make unauthorized payments.
According to SonicWall [14], 493.3 million
ransomware attacks were recorded in 2023,
which is 21% less than the previous year. For
comparison, in 2022 this figure increased by
62%, and in 2021 — by another 105%;

— DDoS attacks — the conduct of large-
scale attacks on payment system servers with
the aim of stopping transactions, blocking
transactions, or creating a critical situation
with subsequent data loss. The number
of DDoS attacks in the world is growing
every year. The surge in such cyber threats
was especially noticeable in 2022, when
Russia launched a full-scale war against
Ukraine, using the cyber front as one of its
components. Russian special services and
hacker groups affiliated with them seek to
paralyze the activities of state institutions,
critical infrastructure, banks, and businesses
both in Ukraine and abroad. In response to
these challenges, the Government Computer
Emergency Response Team of Ukraine
(CERT-UA) reported that in 2022 the
number of registered cyberattacks in Ukraine
increased almost threefold compared to 2021
[9]. In addition, in March—April 2023, experts
[9] recorded an almost twofold increase
in attacks on commercial organizations
compared to the period January-February
2023.

$ billion.
Y

3. Legal and regulatory risks:

— the use of electronic money has
significantly facilitated money laundering
and the concealment of illicit income
sources, thereby complicating regulatory
oversight and traceability. As illustrated in
Figure 5, since 2019, illegal cryptocurrency
wallets have transferred nearly $100 billion
to conversion services.

The peak volume of such transactions
wasrecorded in 2022, reaching approximately
$30 billion. This surge is largely attributable
to activity involving sanctioned platforms,
particularly the Russian cryptocurrency
exchange Garantex;

— the use of electronic money, due to its
anonymity, to finance terrorist groups or pay
for criminal activities. According to the NBU
[7, 8], in the first half of 2024, banks blocked
the activities of 80 thousand “droppers”
(money mules) who provided their accounts
for the transfer of illegal funds to third parties.

This scheme supports the shadow
economy and causes billions in losses to
the state. Drops are actively used in various
industries, in particular: for operations in
online casinos, in the trade of cigarettes, drugs,
and weapons (via the darknet), and for the
implementation of fraudulent schemes (Fig. 6).

Most cybercriminals aim to quickly
cash in their ill-gotten funds. Over 50% of
such funds end up on centralized exchanges,
either directly or through intermediaries,

Fig. 5. Total amount of funds converted from illegal wallets
Source: based on [15, 23]

120



ISSN 3041-2137 (print), ISSN 3041-2145 (online). ACADEMY REVIEW. 2026. Ne 2 (65)

6,43

6,09

16,78

O Materials about child abuse
B Malware

O Financing of terrorism

Illegal organizations

B Special events

@ Darknet market

B Sanctioned jurisdictions

B8 Fraudulent stores

Fig. 6. Share of illegal funds entering the wallets of TOP-100 intermediaries by type of crime
Source: based on [10, 19]

after using obfuscation techniques, which are
designed to complicate or completely hide
the traces of cryptocurrency transactions.

— Violation of licensing regulations: Often
the activities of online casinos or exchangers
are carried out without appropriate licenses,
which contributes to the evasion of taxes
and other financial obligations. A Sky News
investigation [12] into Roblox alone identified
the three largest illegal casinos — BloxFlip,
Bloxmoon, and RBLXWild. Between April
and October 2024, bets worth $22.3 million
were placed on them. The casinos paid out
$20.1 million in winnings and kept $2.2 million
as revenue. On average, a Roblox casino earns
approximately $10,000 per day.

— verification complications  with
counterparties: some banks or financial
institutions do not exercise proper control
over the activities of partners, which creates
risks of cooperation with illegal organizations
[19]. According to [12], as of July 1, 2024,
there are approximately 68 million bank
customers and 116 million payment cards
in Ukraine. Of these, 51 million are active,
which means they have at least one spending
transaction per month. There is also a
significant number of inactive accounts and
cards in the system that can be involved in
the drop scheme at any time.

4. Geographic risks:

— dependence on the quality of
the Internet connection: Authentication

procedures when using electronic money
impose higher requirements on the
availability and stability of communication
between counterparties and servers (Fig. 7);

— inaccessibility of electronic money
for persons who do not use the appropriate
technical support or do not have it available.
The study [9] showed that in Ukraine,
a developed infrastructure for business
access to the Internet has been created,
and companies have sufficient technical
resources to use it. In particular, 76% of
enterprises provide Internet access for all
their computers, and 79% use a broadband
wired connection. However, the ways of
using the Internet by Ukrainian companies
remain limited to a few popular areas.

Most often, enterprises use the Internet
to advertise themselves and inform others
about their activities: 62% of respondents
have their own website. About 34% of
companies place online advertising, and
25% of them have only one-time experience
(less than once per year). Additionally, 22%
of enterprises are engaged in promotion
through social networks. A third of
companies purchase products for their own
needs through online stores, but only 12% of
enterprises sell their goods online [9].

— limited use of electronic money for
business transactions due to the topographical
features of the area. According to a study
by the Bank for International Settlements
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Fig. 7 Level of coverage of the population of Ukraine with Internet services
Source: [9]

[23], the development of electronic money
in the world has clear geographical features,
which is due, first of all, to different levels of
development of information technologies and
the corresponding infrastructure, electronic
commerce, and different approaches to
regulation. This creates specific requirements
for the activities of companies engaged in the
issuance and maintenance of electronic money,
as well as for the payment infrastructure that
has been formed historically.

5. Technological risks. According to
research results [14, 19], the following risks
specific to the cybersecurity problem area
can be distinguished:

— delays in transactions, loss of funds,
or unavailability of the service due to server
or payment system software failure;

— vulnerability to hacker attacks due
to outdated infrastructure or insufficient
layering of protection in payment systems;

— reduction in the competitiveness of
payment systems and increased vulnerability
to modern cyber threats due to an insufficient
level of integration of new technologies.

6. Trust risks:

— lack of anonymity due to the illegal
sale of confidential data of online shoppers
and website users. According to Verizon’s
2023 Data Breach Investigations Report
[15], 74% of all cyber threats are human-
related. This is down from 82% in 2022, but
this decline is likely a coincidence rather
than the result of effective management;

— a large number of fraud cases, long
payment delays, and a low probability of
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compensation for losses in the event of fraudulent
transactions or user errors in transferring funds.
According to the NBU, the total losses of payment
service providers, merchants, and customers
from illegal transactions with payment cards in
2023 amounted to almost 833 million hryvnias.
According to Statista, in 2022 the volume of such
transactions increased by 3.4%, reaching $33.45
billion. In 2023, the amount of card fraud increased
to $36 billion (excluding the US market);

— low transparency of algorithms and
procedures, insufficient information provided
to users about their transactions, and unpopular
decisions of the National Bank of Ukraine due
to the imperfection of methods and techniques
for regulating non-cash transactions.

The above indicates that electronic
money, as an innovative high-tech product,
requires constant and reliable protection. This
protection should cover the stages of issuing
electronic money and performing payment
transactions with it, including the opening
and maintenance of electronic wallets.

The security of electronic money
transactions can be achieved through [15, 17]:
mandatory  verification  and
identification of electronic money users;

— setting limits for electronic money
transactions;

— strengthening requirements for banks
issuing electronic money regarding control
over the activities of commercial agents;

— increasing the level of protection for
the rights of electronic money users;

— encryption of payment system pages
with reliable algorithms;
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— making payments and transfers only
through certified payment systems. The
Payment Industry Security Standards Council
(PCI SSC) was founded on September 7, 2006,
by American Express, Discover Financial
Services, JCB International, MasterCard,
and Visa Inc. Its main goal is to regulate and
develop security standards in the payment
card industry [17, 18]. The Payment Industry
Data Security Standard (PCI DSS) contains
twelve core requirements and numerous sub-
requirements that help companies evaluate their
policies, procedures, and security measures
related to payment card processing. To counter
the growing cyber threats in the payment
industry, the PCI SSC currently manages 15
security standards that cover various aspects of
the activities of card issuers, merchants, service
providers, solutions, acquirers, and processors.
PCI DSS certification requirements apply
to: banks (in Ukraine, compliance with the
standard is mandatory for all banks); trading
enterprises; retail stores; call centers; payment
gateways; and other organizations involved in
the processing, transmission, and storage of
payment cardholder data.

— cooperation with cybersecurity
authorities at all levels (international,
national, electronic money issuer, etc.), and
conducting a mandatory cybersecurity audit.
The audit should cover: the physical level
(protection of physical equipment); the virtual
level (protection of virtual infrastructure);
and the software level (protection of the
payment application);

— confidentiality, non-disclosure of
trade secrets, and protection of intellectual
property rights for electronic money issuance
technologies and the execution of payment
transactions with them;

— protection against criminal attacks
and monitoring of operations in real time;

— taking preventive measures to prevent
the circulation of electronic money issued by
aggressor countries and the use of their payment
systems. Thus, in 2016, the NBU banned the use
of electronic money related to Russian payment
systems [15]: WebMoney, Yandex Money,
QIWI Wallet, Wallet One (“Single Wallet”).
In Ukraine, the use of electronic wallets [16] is
allowed: Paysera, Payoneer, Payeer, Global24,
PayPal, AdvCash, Perfect Money, SettlePay
Wallet. On April 1, 2023, Law No. 2654-IX “On
Amendments to the Tax Code of Ukraine and
Certain Other Laws of Ukraine Regarding the
Features of Taxation of Entrepreneurial Activities
of Electronic Residents” [25] came into force.

— promoting the issuance of national
electronic money and increasing the
effectiveness of monetary policy;

— promoting the development of
national payment systems and the evolution
of Ukraine’s payment infrastructure in
accordance with global trends in the strategy
of digitalization of the country’s economy
as a whole. The most developed payment
systems in Ukraine are listed in Table 2.

As part of its oversight function, the
National Bank, based on the results of
monitoring its activities in 2023, identified a

Table 2
The most developed payment systems in Ukraine*
No. Name Accessibility Transfer speed Comn{1}i51qn within
raine
1. |SPACE no mobile app Instantly 0.3%
2. |NovaPay 100% Instantly 1.5%
3. |EasyPay 100% Instantly 0.5% — 1%
4. | Wallet 100% Instantly 1%
5. |Sense (Alfa-Bank) [100% Instantly 3%
6. |City24 100% Instantly 2%
. no mobile app, and several useful
7. |4l features arezlt)ill in the demo version Instantly 1.25%
8.  |Postal order 100% from 15 minutes 0.3% —2.5%
9. | Western Union 100% 15 — 30 minutes 1-2%

*Source: [16]

123



ISSN 3041-2137 (print), ISSN 3041-2145 (online). ACADEMY REVIEW. 2026. Ne 2 (65)

list of key payment infrastructure facilities in
Ukraine. As in previous years, the Electronic
Payment System (EPS) of the National
Bank of Ukraine was recognized as the only
systemically important payment system. In
2024, approximately 483 million payments
were made through the EPS for a total
amount of almost UAH 241 trillion, of which
19 million payments for a total amount of
UAH 56.5 billion were made within the
framework of state programs. Compared to
2023, when 423 million payments for over
UAH 210 trillion were made, the volume
of transactions increased by 14% both in
number and in amount [8]. Six systems
were included in the category of important
payment systems, namely: MasterCard,
MasterCard International Incorporated, USA;
Visa, Visa International Service Association,
USA; NovaPay, LLC NovaPay, Ukraine;
“PrivatMoney”, JSC CB “PrivatBank”,
Ukraine; “MONEYCOM”, LLC “SWIFT
GARANT”, Ukraine; “Financial World”,
LLC “Ukrainian Payment System”, Ukraine.

Analysis of scientific publications
indicates that most scientists classify
electronic money by their areas of application
or origin and distinguish the following
main types: electronic wallets of banks,
mobile payment applications, electronic
wallets and payment systems, electronic
payment cards, and cryptocurrency. Each
type has both general and specific financial
risks inherent only to it. In our opinion, the
reliability of each type of electronic money
is characterized by an integral risk indicator,
which can be represented in the form of a
multiple regression equation:

n
Iem = Zai’xi
i=1

where 7, is the dependent variable; g, is the
coefficient of the regression model; xi are the
model factors, i= 1, ... n.

The weighting coefficients of significant
financial risks for each type of electronic
money are selected as coefficients of the
regression model, and the statistical data on
financial losses during their implementation
are selected as factors. Thus, the task of
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assessing the financial risk of using a
given type of electronic money is reduced
to conducting a multifactor correlation-
regression analysis.

Conclusions and suggestions.
Summarizing the above, it can be argued that
electronic money plays an important role in
the modern economy, acting as an alternative
to traditional instruments of circulation,
storage, and accumulation of financial
resources. Performing the established
functions of money, their digitized analogues
open up broad prospects for the manifestation
of their unique qualities, which will provide
new business opportunities and become an
impetus for the development of civilized
economic relations worldwide. Like every
revolutionary technology, electronic money
is far from ideal; its development and
implementation are only at the initial stage,
marked by constant improvement and the
emergence of new types and forms. These
processes are accompanied by significant
financial risks and threats. The development
of digital financial technologies is carried
out in both positive and negative directions:
along with the improvement of means and
methods of management, methods and
means of criminal encroachments are also
being improved. Economic instability,
political, and military upheavals only
increase external and internal threats to
the use of electronic money. Today, in
Ukraine, a significant share of the financial
risks of electronic money is due to the
implementation of threats caused by the
Russian military invasion. The main
threats are: economic recession, attacks
on critical infrastructure, lack of skills
or labor, and institutional collapse in the
financial sector. Significant financial risks
include those that are part of the groups
of technological, geographical, legal, and
regulatory risks. The low level of digital
literacy of the population and business
increases cybersecurity risks, creates a
crisis of confidence, and fosters fertile
conditions for fraud. Electronic money is
characterized by diversity; its types can
be determined by areas of application or
origin. It is proposed to use an integral risk
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indicator when determining the reliability
of each type of electronic money. Thus,
the task of assessing the financial risk of
using a type of electronic money is reduced
to conducting a multifactor correlation-
regression analysis.

The financial risks of electronic money
are a serious problem for today’s digital

economy. Their effective management

requires a joint effort of technology
companies, financial institutions,
governments, and users themselves.

Despite the risks, electronic money is
likely to continue developing if security
and transparency become a priority for all
market participants.
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The purpose of the article is to identify and study the main types of financial risks of electronic
money in modern conditions of digitalization of the economy.

When preparing the scientific publication, general scientific and special research methods were
used: the method of critical analysis, scientific abstraction, and generalization of scientific experience
of modern theoretical research, as well as a systemic and comprehensive approach.

The study results are as follows: the areas of use of electronic money were clarified; the main
types of financial risks of electronic money were defined and analyzed; the structure was investigated,
and a classification of financial risks of electronic money was provided; specific risks of electronic
money caused by the war between Russia and Ukraine were identified. Based on the research, a list was
provided, and the content of the main measures to ensure the security of transactions with electronic
money was disclosed.

The scientific novelty of the results of the study is as follows. The types of financial risks of
electronic money identified in the article allow us to adjust the tasks aimed at increasing the level of
their security. The proposed main measures to achieve the security of transactions with electronic
money contribute to the formation of a strategy for maximum security of the activities of business
structures in modern conditions of digitalization of the economy. The methodological approach to the
selection of organizational measures for the safe issuance, use, and storage of electronic money and
to determining their reliability has received further development. This will allow for the optimal use
of the financial resources of business entities while maintaining an acceptable level of their economic
security.

The practical significance lies in the fact that the theoretical provisions of the study regarding
financial risks and the content of the main measures to achieve the security of electronic money
transactions can be used in the strategic and tactical planning of the economic activities of financial
market participants.
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