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ADAPTATION MECHANISM OF THE CRYPTO INDUSTRY IN
THE PROCESS OF VIRTUALIZATION OF FINANCIAL FLOWS

It has been found that the dynamics of the development of the digital media environment
determines the emergence of the crypto industry based on the blockchain technologies and asymmetric
encryption of transactions. The authors state that the crypto industry has been growing through the
stages of adaptation, whose features are incredible dynamics and speed of transformations. It has been
established that cryptocurrencies, introduced on the markets, function as a means of exchange, store
of value and unit of account, are based on mathematical calculations, are a result of these calculations
and have cryptographic protection. It has been noted that the basis of cryptocurrency is blockchain
technology, considered as a distributed database created by electronic computing and representing
a code, whose process of creation is called mining. The advantages and disadvantages hindering the
development and use of cryptocurrency in the world have been outlined.
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Beryn. CyuacHi TenjieHIii po3BUTKY 1H(GOpPMAI[IHHUX TEXHOJOTIH Ta HU(pOBizallil eKOHOMIYHHUX
HPOLIECiB CTBOPIOIOTH IHHOBALIHY OCHOBY (DYHKIIOHYBaHHS (DiHAHCOBOTO PHHKY. JIMHAMIYHHI PO3BUTOK
M(pPOBOro MeiacepeIoBHIa 3yMOBJICHUI MOSIBOIO HOBOI IH(ppoBoi ekoHOMikH — [HycTpii 4.0, sika cy-
TPOBOKYETHCS BipTyatizalliero (piHAHCOBHX MOTOKIB Yepe3 00ir KPUMTOBATIOTH B [HTepHET-CepeIoBHII
Ha OCHOBI HOBHX TEXHOJIOTiH OJIOKYEHHY Ta aCHMETPUYHOTO ITH(PPYBAHHS.

Ipobaemaruka. CydacHi iHpOpMaIliFiHi KOMIT' IOTEPHI TEXHOJIOTIT 3HAYHO BIUTMHYJIM Ha CBITOBY €KO-
HOMIKY Ta ()OHIOBUH PHHOK, CTBOPHBILM MOXJIMBOCTI iX Bipryamizauii. ChorojHi, He3BaXKaro4yy Ha IiH-
HICTh HAYKOBHX PE3YJIbTaTiB, YAMAJIO IUTaHb OPraHi3aliiHOro, IPaBoBoro, GhinaHcoBoro, iHhpopMariitHOro
3a0e3neveHHs, eKOHOMIYHOTO CTUMYJTIOBAHHS PUHKY KPUNTOBAIIOT, & TAKOX aJaNTallifHOr0 MeXaHi3My
KPUNTOIHIYCTpii y TpoIieci BipTyamizamii (iHaAHCOBUX MOTOKIB 3aJHINAIOTHCS HEBHUpIMICHUMH. HemocTat-
HBO PO3pOOJICHI METOMYHI MMIAXOIH IO O3B’ I3aHHS MPodsieM (YHKIIOHYBaHHS (iHAHCOBOTO MEXaHi3MYy,
IHTETrPaIbHOTO OI[IHIOBAHHS €()eKTHBHOCTI PO3BUTKY KPUIITOTEXHOJIOTIH. Y TaKOMY KOHTEKCTI BUHHUKAE HE-
00XIiZHICTh TEOPETHYHOTO OOIPYHTYBaHHS Ta GOPMYBaHHSI LITICHOTO YSIBJICHHS IIPO POJIb KPUIITOIHYCTPIl
y mporeci Bipryaiizauii GpiHaHCOBHMX IOTOKIB sIK 0a3u Juist moOynoBH edeKTHBHOI (hiHAHCOBOI MOJITHKH
JIepKaBy, 10 00yMOBIIIOE aKTYaJIbHICTh JaHOTO AOCIIKEHHSL.
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Mera. MeTo IOCHIIKEHHS € BUSABJICHHS OCHOBHHX IPOOJIEM Ta OKPECICHHS HANPSMIB PO3BHTKY
KPUITOBAIIIOTH y IIU(PPOBii €KOHOMIIII.

Martepianu i MeToan. AnanTarmifHuii MeXaHi3M KPUNTOIHAYCTPil B yMOBax BipTyaunizamnii ¢pinaHco-
BUX TIOTOKIB JIOCII/PKEHO Y B3a€MO3B’ 3Ky Ta B3a€MO3AJICKHOCTI 3 BUKOPHCTAHHSIM CHCTEMHOTO aHai3y.
[Ti3HaHHS MOCTABJICHOI MPOOJIEMH 3IIMCHEHO 13 3aCTOCYBAHHSAM 0araTOpiBHEBOI KOHIICIIIi, 110 BKIIIOYAE
CIIEKTp PI3HOMAHITHHX HAYKOBHX METO/IB, 30KpeMa JiaJeKTUYHUH Ta 3araJbHOHAYKOBI NPHHIIMIIM KOMII-
JIEKCHUX JIOCIHI/KEHb, SKi BKIFOYAIOTh: SMIIPHYHI (JUI1 BHUSABICHHS HASBHUX Y CBITOBIM 1 BITUH3HSHII
npaKmui TIIXOIiB, OUIHKK TPEHIIB KPHIITOBATIOTHOrO 00iry Ta pUHKY KPHUNTOBATIOT — CIIOCTEPEKCHH,
TIOPiBHAHHS, OTIHC); TEOPETUKO-KOTHITHBHI (JI0 PO3TIISALY CYyTHOCTI Ta 06rpyHTyBaHH;1 0COOTMBOCTEH KPHII-
TOBAJIIOTH — (bopmamsaum BHCYHEHHS 1 TECTyBaHHs I'II0Te3); 3arajibHi JOr4HI (1151 BUSBICHHS METOJI0JIO-
FYHKX MPOOJIeM IHTerpalii KpUNTOBAIIOTH Y iHAHCOBY cUCTEMY Ta Ju(epeHialil miX0/iB 10 KOHLENTY
KPUNTOBATIOTH — aHAJI3, CHHTE3, HAYKOBa a0CTpPaKIis, y3araabHEHHS, 1H/IYKIIisl, 1S yKIIis, aHAJIOTis).

Pesynpraru. JocnimkeHo, o MOsBa KPUNTOBATIOT KapAHHAIBHO 3MiHWIA YSBICHHS MpoO CBIT (i-
HAHCIB Ta BelneHHs OizHecy. [IpoaHamizoBaHO BUTpaTH Ha BHIOOYBaHHS KPHUITOBAIIOT Ta PO3TILIHYTA iX
eKOHOMIYHA JIOIITBHICTD, SIKa CBITYNTH, 10 B TAHWI MOMEHT KJIACHYHMIT MAHHIHT € BUT1THAM /T YKpaiHH,
asie OinbII e(PeKTUBHUM PILICHHSM MOXKE CTaTH XMapHUI MaiHIHT KPUIITOBAJIIOT, 110 CIIPOMOYKHHHN IHBEp-
cu(iKyBaTH PU3HKH Ta Y MaHOyTHHOMY e(DeKTHBHO PO3IOJLIATH IHBECTHIIHHMI TopTdens. BeranosieHo,
1110 OCHOBHHMH TI€peBaraMy KpUNTOBAIIOT €: MOXJIMBICTb IX BUKOPHCTAHHS SK IHBECTHIIIHHOTO IHCTPYMEH-
Ty, 3aXUIICHICTH BiJ iHQIIAIII, BIICYTHICTh KOHTPOJIO Ta 0OMEXKEHb (PiHAHCOBHX OIIEparliif, aHOHIMHICTB,
BHCOKa IIBHUAKICTH OTeparii Ta Hu3bKa KoMmicis. [Ipore iCHYrOTh 1 MEeBHI HEMOMIKH, a caMe: MOXKIUBICTD
XaKepChKOi aTakd, BHCOKA BAPTICTh KPUITOBATIOTH, HECTAOLIBHICTD i KYpCY, CKIAaIHICTh 3aKOHOIABYOTO
PEryJIIOBaHHS, MOXKIIMBICTh YXHJICHHS BiJl CIUIATH MOJATKIB Ta (pIHAHCYBAHHS 3JI0YMHHUX IPYII, CIIEKYJISLIis
Ha PUHKY BIPTyaJIbHHX BAJIIOT.

BucHoBKH. VY cydacHHX yMOBax HECTPUMHOIO 3pOCTaHHS IPOLIOBUX PHHKIB, aKTHBHOTO IT1IHECEHHS
HOBITHIX TEXHOJIOTiH Ta IHHOBAMil, TMHAMIYHUX TpaHchopMaiil r1odarbHIX SKOHOMIYHHX MPOLECIB TI0-
PYd 3 peabHO0 eKOHOMIKOIO aKTHBHO PO3BHBAETHCS BipTyalbHa, OCHOBOIO SKOI € 00ir mudpoBoi BaIOTH.
AHani3 pUHKY KPUTIITOBAJTIOT BHSABHB, IO ITiHA ()iHAHCOBMX aKTHBIB 3aJICKHUTH BiZ PO3POOKH Ta BIPOBAIKEH-
HSI IOJATKOBHMX TEXHOJIOT1H 11 00paHOi KPUITOBATIOTH. Y CITiX IHBECTHI[IH B KPUIITOBAJIIOTY 3aJICKHUTh Bijl
NPaBWILHOrO BUOOPY LK(POBOT BAIIOTH, sSIKa MA€E BOJOJITH TAKUMH BIACTHBOCTSIMHU: OyTH IOIYJISIPHOIO
(BUSBIISITH BENMKHUH iHTEpEC 3 00Ky KOPUCTYBaUiB, OyTH JJOCTYITHOIO Ha OipiKaX, 3pOCTaTH y BapTOCTi); OyTH
MOOLTBEHORO (TIepeMimaTrcs 0e3 BTpaT); OyTH Oe3MeyHO0 (3aXUIIEHOO Bl maxpaiB). TeopeTHyHO H0Be/Ie-
HO, TII0 HE3BAKAK0YHX Ha Pi3HI JyMKH CTOCOBHO KPHIITOBANIOT, iX IT0SBa Ha CBITOBOMY (hDiHAHCOBOMY PUHKY €
(eHomMeHoOM, SKUH y Teopii MOke JOKOPIHHO 3MIHUTH HAsSBHY B CBiTi (DiHAHCOBY CHCTEMY.

Knwouosi cnosa: kpunmoindycmpis, kpunmosanioma, 6;10K4eitt, OimKoiH.

Introduction. Modern trends in the de-
velopment of information technologies and
digitization of economic processes create an
innovative basis for the functioning of the fi-

means of payment. The realities indicate that
issues regarding the formulation of responses
to risks or threats to the domestic financial
system, which may be caused by the rapid

nancial market. The dynamic development of
the digital media environment is due to the
birth of a new digital economy — Industry 4.0,
which is accompanied by the virtualization
of financial flows through the circulation of
cryptocurrency in the Internet environment.
These processes occur on the basis of the new
blockchain technologies and asymmetric en-
cryption, which contribute to the reliability
of transactions and network operation. The
changes in the format of functioning of finan-
cial systems consist in the gradual transfer
of payment transactions to electronic form,
the emergence of new payment systems and
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development of information technologies in
this area, particularly in the development of
the crypto industry, remain debatable.
Statement of the problem (relevance).
Nowadays information and computer tech-
nologies significantly influence the world
economy and the stock market, creating op-
portunities for their virtualization. Virtualiza-
tion is a new process in the financial environ-
ment, gradually changing the picture of the
financial world. It has positive and negative
consequences. The positive effects of virtu-
alization include, first of all, its efficiency,
namely: a significant increase in the speed
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of transactions with securities and the abil-
ity to access stock markets in real time from
anywhere on the planet. And we consider
the growth of fictitious speculative capital to
be a negative consequence of virtualization,
which causes the instability of the financial
system. Today, stock exchange technolo-
gies allow creating virtual capital that grows
without any real basis, which threatens its
depreciation at any moment. And this will
certainly lead to crisis phenomena in the
global economy.

Formulation of the goals of the arti-
cle (statement of the task). Unfortunately,
today, despite the value of scientific results,
many issues of organizational, legal, finan-
cial and information support, economic stim-
ulation of the cryptocurrency market, as well
as the adaptation mechanism of the crypto
industry in the process of virtualization of
financial flows remain unresolved. Although
studies have been conducted by many au-
thors, methodological approaches to solv-
ing the problems of the functioning of the
financial mechanism and the integral assess-
ment of the effectiveness of the development
of cryptotechnologies are still insufficiently
explored. In this context, there is a need for
theoretical substantiation and the formation
of a holistic view of the role of the crypto
industry in the process of virtualization of
financial flows as a basis for building an ef-
fective financial policy of the state, which
has determined the relevance of the research
topic.

Globalization, the rapid growth of mon-
ey markets, the general computerization and
development of IT-technologies have led to
the emergence of a huge number of addi-
tional institutions, financial instruments and
new forms of interaction between people.
The increase in the share of financial instru-
ments which in the process of circulation
detach from the production process and start
to develop on their own reproductive basis,
determines the specifics of modern transfor-
mations — virtualization and financialization
of economic processes. The specifics of the
virtualization of the modern economy are
determined by the fact that it begins to be
dominated by irrational rather than rational

preconditions associated with the production
of ideal (information and knowledge) rather
than material values. It is based on the crea-
tive work that cannot be standardized, work
that is associated with self-enrichment of the
individual, with the “production of oneself”
[16].

Review of the literature with a sum-
mary of the contributions of the authors.
The scientific works of Ukrainian and for-
eign authors are devoted to the study of the
role of the crypto industry in the process of
virtualization of financial flows. Thus, recent
studies by M. Abramovich [1], E. Galushka,
O. Pakon [19], V. Kravchuk, D. Naumenko,
A. Hlybovets [7], B. Danylyshyn [20], V.
Lukyanova [30], T. Jacyk, V. Shvets [37]
have discussed the preconditions of the ori-
gin and economic essence of cryptocurren-
cies as electronic money. Also there exists a
considerable body of literature on the func-
tions of cryptocurrencies, the mechanism of
their functioning, the process of their devel-
opment and formation. It is worth mention-
ing Ruben Greenberg, a prominent figure in
cryptocurrency research, who in 2011 pub-
lished the first academic paper on the bitcoin
system in Hastings Science and Technol-
ogy Law Journal. The title of the article was
“Bitcoin: an Innovative Alternative Digital
Currency, which focuses on bitcoin theory”
[26]. In “SoK: Exploring the Prospects and
Challenges of Bitcoin and Cryptocurren-
cies” [6], Joseph Bonneau, Andrew Miller,
Jeremy Clark, Arvind Narayanan, Joshua
Krol, and Edward Felten collect, rework, and
synthesize vast amounts of previous work,
sources spanning three decades, to IRC logs
and posts from online forums and developer
mailing lists. Also, they debate on why aca-
demics for a quarter of a century could not
discover what Satoshi Nakamoto (apparent-
ly) intuitively understood. Stages of develop-
ment of the cryptocurrency market from the
standpoint of competing investment projects,
in particular the main components of crypto-
currency as an investment project, were stud-
ied by V. Soslovsky and 1. Kosovsky [35].
Articles by N. Arkhireyska [17], N. Zozulya
[23], Don Tepscott [4] are devoted to the
study of the legal basis for the legalization of
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digital currency in terms of the national set-
tlement system, systematization of approach-
es to the state regulation of cryptocurrencies
in the world. N. Marchenko [27] studied the
geographical features of the cryptocurrency
market in the world and determined the in-
fluence of various factors on this process. I.
Makarchuk O. Perchuk, V. Malyshko [28],
E. Molchanova [29] studied the problematic
aspects and prospects of cryptocurrency in-
stitutionalization, substantiated the possibili-
ties of solving the problem of integration of
new cryptographic objects into the world fi-
nancial system. G. Karcheva, G. Nikitchuk
[24], N. Sabo [34], described the role of vir-
tual currencies as an alternative to the classic
currency and a kind of electronic money in
the information economy. V. Kozyuk [25],
N. Panteleeva [32] in their articles pay atten-
tion to the prospects and risks of the spread
of alternative forms of money in circulation
and the consequences of the impact of the
spread of cryptocurrency on the budget secu-
rity. Among those who outlined the issue of
analysis of cryptocurrency transactions there
were Peter D. De Vries and Erik Johan Hel-
land [15]. They conducted a SWOT analy-
sis of the cryptocurrency bitcoin (Professor
P. Vriez, University of Houston, USA) and
a comparative analysis of the cryptocurrency
market and its future based on the market-
ing methodology of PESTEL (Master of Sta-
vangerd E. Helland, Norway). The authors
of this study contributed to the theoretical
understanding of the pragmatic role of the
cryptoindustry in the paradigm of digitaliza-
tion and transformational development of the
economy, substantiation of innovative op-
portunities of cryptocurrencies in the finan-
cial market and identification of risks of their
use in modern digitization and virtualization
of cryptocurrency and cryptocurrency.

The aim of the study. The purpose of
the study is to identify the main problems
and outline the directions of cryptocurrency
development in the digital economy.

The adaptation mechanism of the cryp-
to industry in the conditions of the virtualiza-
tion of financial flows is investigated in the
interconnection and interdependence, with
the help of system analysis. The study of this
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problem was carried out using a multi-level
concept, which includes a range of various
scientific methods, in particular, dialectical
and general scientific principles of complex
research, which include: empirical (to iden-
tify approaches available in the global and
domestic practice to the assessment of trends
in cryptocurrency circulation and the crypto-
currency market — observation, comparison,
description); theoretical-cognitive (to con-
sider the essence and substantiate the cryp-
tocurrency features — formalization, proposal
and testing of hypotheses); general logic (to
identify methodological problems of crypto-
currency integration into the financial system
and differentiation of approaches to the con-
cept of cryptocurrency — analysis, synthesis,
scientific abstraction, generalization, induc-
tion, deduction, analogy).

Presentation of research results.
Modern information technologies enhance
the development of new forms of money and
the emergence of new payment instruments,
the issuance and circulation of which is asso-
ciated with the use of the benefits and oppor-
tunities of the digital age. Accordingly, new
terms have appeared in the scientific litera-
ture to describe a wide range of new payment
instruments, such as electronic money, digi-
tal money, virtual money, cryptocurrencies
and others. However, the lack of the well-
established legal regulation and theoretical
substantiation of the essence of these catego-
ries leads to their incorrect use. As such, we
consider it appropriate to systematize their
categorical and conceptual apparatus.

The concepts of “electronic money”,
“virtual money” and “digital money” are not
identical and have different meaning. The ba-
sic documents for explaining the essence of
the concepts being studied are official publi-
cations of international regulatory and super-
visory bodies in this field, including the EU
directives, documents of the FATF (Interna-
tional Anti-Money Laundering Group), the
European Banking Organization (EBA), etc.

According to the FATF’s interpretation,
virtual (non-fiduciary) and electronic (fiduci-
ary) money are two types of digital money,
but quite often “digital money” is identified
with the term “virtual money” [14]. This is
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incorrect, because according to the FATF
approach, digital money is classified as fi-
duciary (or fiance), i.e., money issued by the
central bank or other institution and recog-
nized by the state as a legal tender, having
no intrinsic value [10], while virtual money
belongs to non-fiduciary money. According
to the EU Directive 2009/110/EC, electronic
money is the preservation of monetary value
in electronic form, including magnetic value,
which expresses the issuer’s obligations, is
issued upon receipt of funds, used for pay-
ment transactions and is accepted by indi-
viduals and legal entities other than issuer of
electronic money [5].

Researchers of electronic money in
Ukraine, V. Kravchuk, D. Naumenko and A.
Hlybovets [7] argue that classifying an elec-
tronic payment instrument into the category
of “electronic money” is possible under the
following conditions: the payment instru-
ment should perform the functions of money,
i.e., it should function as a means of payment
and store of value and exist existence in elec-
tronic (non-paper) form. The outlined char-
acteristics are inherent in electronic money,
but do not allow to clearly distinguish it from
virtual money, which also can perform one
or more functions of money and exist in elec-
tronic form.

In our opinion, an indispensable fea-
ture of electronic money is its belonging to
fiduciary money which is recognized as a le-
gal tender by the state and can be used in the
settlements similar to traditional coins and
banknotes. Electronic money must be backed
by traditional money or other highly liquid
assets and exchanged for ordinary money at
the request of its owner.

Electronic money systems are based
on the use of smart cards or special soft-
ware: electronic money card systems VISA
Cash, Mondex and network systems PayPal,
GlobalMoney, etc.

In many countries around the world, the
issuance of electronic money is tightly con-
trolled by the state, that determines the range
of entities that are allowed to issue electronic
money and the terms of issue. For example,
in Ukraine only banks can issue electronic
money. The value of electronic money can

be expressed in hryvnias, and the amount of
their issue should not exceed the amount of
cash and non-cash funds received from users
and agents.

According to the definition of the Eu-
ropean Banking Organization (EBA), virtual
currencies are also a digital expression of
value, but they are not issued by the central
bank or other public authority, nor do they
necessarily belong to fiduciary money, but
they are accepted by individuals and legal
entities and can be transmitted and stored.
In this context, we note that the key features
that distinguish virtual currency from elec-
tronic money are their decentralized and un-
regulated nature [12].

There are no intermediaries in the mech-
anism of issuing and circulation of virtual
money in the form of the central bank and
traditional financial and credit institutions:
the central bank, credit institution or issuer of
electronic money cannot issue virtual mon-
ey. The issue of virtual money is not limited
to a single issuer — its issue and circulation
is controlled by developers and members of
a specific virtual society, where such money
is accepted for settlements. Accordingly, the
monetary regulation established by state and
international legal documents for traditional
means of payment is not extended to virtual
money.

Note that, unlike electronic money, vir-
tual money is not secured by traditional cash
or non-cash money (other highly liquid as-
sets), and its issuer has no obligation to repay
it or convert the value into traditional means
of payment. Virtual money can perform the
functions of money: function as a means of
circulation, a measure of value and a store of
value, but does not have the status of a legal
tender as electronic money [11].

When researching virtual money, it is
necessary to say about the variety of exist-
ing forms, mechanisms of issuance and cir-
culation of virtual currencies. We consider it
appropriate to classify them into convertible
and non-convertible virtual currencies and
centralized and decentralized models of vir-
tual money issuance.

Convertible (open) virtual currencies
are exchanged for fiduciary money at a cer-

73



ISSN 2074-5354 (print), ISSN 2522-9745 (online). AKABEMIYHUNA OTNISi. 2022. Ne 2 (57)

tain rate, and non-convertible (closed) virtual
currencies are a means of circulation within
a certain community and are not exchanged
for fiduciary money according to the rules of
their use. The issuer of virtual money with a
centralized emission model is an individual
or a group of people. I case of decentralized
models, it is almost impossible to limit the
range of their issuers, as well as to control the
issue and circulation of such money.

Due to the fact that the most common
form of virtual money is a cryptocurrency,
these concepts are used as synonyms. But in
economic terms, cryptocurrency is associ-
ated with a specific technology of encryption
of information, and virtual money is a char-
acteristic of the economic essence of such
means of payment. According to the report
of the FATF (Financial Action Task Force on
Money Laundering, Ukrainian International
Anti-Money Laundering Group), Report on
Virtual Currencies Key Definitions and Po-
tential AML / CFT Risks June 2014, crypto-
currency is just one type of virtual currencies,
namely decentralized virtual currency [14].

Cryptocurrency in the system of inter-
national monetary, financial and credit rela-
tions is a convenient form of electronic pay-
ments and promising form for investment.
Note that cryptocurrency is a digital coin that
is protected against counterfeiting and can
be stored in e-wallets or transferred between
them. 2009 officially marked the creation of
the most famous and most common crypto-
currency — bitcoin (Bitcoin from the English
Bit is a unit of information “bit” and Coin is
a “coin”). It should be noted that the release
of bitcoin is carried out by the computers of
network users, this process (mining) is car-
ried out on the basis of a special program.
The source code of this program is published
in the public domain, and anyone can release
bitcoin. The speed of release depends on the
power of the computer (mainly on the per-
formance of the video card). The creation
of bitcoins is programmatically limited to
21 million coins, after which the issue will
automatically stop, which will eliminate the
possibility of inflation and help strengthen
bitcoin in the future. The process of the ex-
tracting cryptocurrency is separated from the
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process of its issue, as the issue is carried out
by a virtual network, and bitcoin is extracted
by network users. The threat that the issue
of various types of crypto currency may get
under control of the secret services of the
aggressor countries or terrorist extremist or-
ganizations is quite real.

The idea of creating cryptocurrency
markets and cryptocurrency was covered in
the works of Neil Stevenson in 1999. Later,
in 2009, Satoshi Nakamoto proposed a prac-
tical model for the implementation of global
cryptocurrency circulation in the financial
system [9]. Cryptocurrency is unsecured, it
is trusted by users, the main advantage that
attracts them to Bitcoin is its anonymity.

The crypto industry is digital money
without material expression that circulates
in the Internet environment. [24]. The crypto
industry as a phenomenon of recent years is
going through stages of formation, as it has
passed the markets of classical investment:
securities, currency, intangible assets, real
estate. Indicators of the development of the
crypto industry are the incredible dynamics
and speed of transformations.

In the crypto industry, we can outline
the main segments for investing [19]:

- cryptocurrency (mono- or multi-port-
folios of tokens and coins) is similar to the
capital market and securities in mixed form;

- ICO market (initial coin offering) is
close to the [PO market (initial public offering);

- mining is supported by the service or
operation of the blockchain infrastructure;

- mining pool is essentially similar to
mutual funds;

- cryptocurrencies are a close analogue
to investing in venture or other high-risk
assets.

The crypto market is accelerating to go
through the mandatory development stages
that lasted for decades in case of the stock
and capital markets and for millennia in case
of the real estate markets: the emergence;
chaotic/speculative expansion; excess risks
and excess profits; monopolization; regula-
tion, demonopolization, socialization; inte-
gration and forecasting.

Despite constant criticism, global play-
ers are involved in the emergence of a young



ISSN 2074-5354 (print), ISSN 2522-9745 (online). AKABEMIYHUNA OTNISi. 2022. Ne 2 (57)

and promising crypto industry, although, on
the other hand, they fear involvement in un-
regulated anonymous financial transactions.
The emergence of cryptocurrency exchang-
es, the disclosure of the potential and oppor-
tunities for the use of cryptocurrencies has
led to the activation of the crypto industry
and the development of the cryptocurrency
market. Note that currently there is no inter-
nationally agreed definition of cryptocurren-
cies (see Table 1), so there is no standardized
approach to the systematization of different
types of cryptocurrencies.

Definitions of the concept of
“cryptocurrency” by various scientists and
institutions are given in Table 2. Based
on the views of the above scholars, we
define cryptocurrency as a type of digital
currency that has encrypted information
and cryptographic methods of protection, is
issued directly in the electronic network and
is not associated with ordinary currencies
or the state system. In this context, the term
“cryptocurrency” is more related to the term
“electronic money” than to the term “money”
as a basic category.

Cryptocurrency  provides a  fast
and reliable system of payments and
money transfers, which is based on the
latest technologies and is not controlled
by regulatory authorities. The issue and
accounting of cryptocurrency is based

on asymmetric encryption and the use of
various cryptographic methods of protection,
including Proof-of-work and / or Proof-
of-stake. In general, the system operates
decentrally in a distributed computer
network [18]. Cryptographic protection
methods regulate the issuance, transactions
and accounting of cryptocurrencies.

All currently available cryptocurrencies
are “pseudonymous”, i.e., transactions
are conducted in public, and there is
no connection with a particular person.
Receiving each new unit of cryptocurrency
is accompanied by certain costs of electricity
and computer time.

Animportant feature of cryptocurrencies
is their independence from the central bank,
their issuance is based on the latest blockchain
technologies and asymmetric encryption
(public private keys), which ensure the
reliability of transactions and network
operation. Asymmetric cryptosystems are
effective  cryptographic data protection
systems or public key cryptosystems. In
such systems, the data is encrypted with
one key and decrypted with another secret
key. Accordingly, the decryption key is not
determined from the data encryption key.

Cryptocurrency can be both an
investment and an object of investment
activity. In the process of making a decision
about investing in cryptocurrency, one should

Table 1

Definition of cryptocurrency in the international format

ECB
against the entity

Any asset recorded in digital form that does not contain financial claims on any financial
liabilities of any natural or legal person, and which does not provide for ownership

IMF

Digital assets that use cryptography for security and are coins or tokens of distributed
registers and / or blockchains, including tokens secured by assets

I0SCO, BIS,
FSB, ESMA

A type of private asset that is primarily dependent on cryptography and blockchain
technology or similar technology as part of its perceived or intrinsic value, and may
represent an asset such as currency, commodity or security, or be a derivative financial
instrument on commodity or security

FATF

A digital value expression that can be traded in digital format or transferred, and that can
be used for payment and investment purposes

OECD,
UNECE

using a secret key

Digital equivalents of value, which are exchanged through a peer-to-peer architecture
based on cryptographic technologies — a method of storing and transmitting data in
encrypted form, which allows you to read them only to those for whom they are intended,

Source:
toasset-regulatory-landscape-study.pdf

https://www.jbs.cam.ac.uk/wp-content/uploads/2020/08/2019-04-ccaf-global-cryp-
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Table 2

Definitions of “cryptocurrency” by various scientists and institutions

Author

Definition

M. Abramovich

a type of digital currency, whose issue and accounting are based on asymmetric
[1] encryption and the use of various cryptographic methods of protection

T. Zhelyuk,

O. Brechko [21] international capital inflows

a stable universal instrument of global financial payments and at the same time
a financial instrument with high capitalization which is a competitive form of

E. Molchanova
[29]

a fiduciary digital currency, whose exchange rate is set on the basis of a free-floating
regime as a result of supply and demand in the foreign exchange market with a
complete lack of control by central banks

O. Primostka
[33]

a special kind of electronic money, whose operation is based on a decentralized
mechanism of the issue and circulation and represents a complex system of
information technology procedures based on cryptographic methods of protection that
regulate the identification of owners and recording the fact of their change

V. Soslovsky
[35]

a means of payment, which has no material form, but exists in the form of program
code, using cryptographic methods of protection, the issue and accounting of which is
often decentralized and known to the participants of the calculations

T. Jacyk [37] demand

a special electronic means of payment, whose rate is supported only by supply and

D. Yakovlev
[36]

a digital currency that is protected against counterfeiting because it is encrypted
information that cannot be copied

Official site of
Bitcoin [31]
over the money supply

a digital currency that uses cryptography to secure and verify transactions on its
network. Unlike traditional currency currencies, cryptocurrency does not require the
central bank or any other centralized authority to provide security or maintain control

analyze its characteristics and features in the
world. An indicator of cryptocurrency is the
creation of a new centralized system based
on a distributed computer network that is
independent of the state.

Among the variety of decentralized
payment systems (hereinafter — DPS)
and cryptocurrency, the most widespread
technology is “blockchain bitcoin” (blockchain)
and bitcoin coin (bitcoin, English BTC).

Bitcoin is a technology and currency,
a digital unit of virtual value, virtual money
issued by individuals [20]. For this purpose,
special programs are used, which are designed
so that the maximum number of bitcoins does
not exceed 21 million. Each new member of
the State Tax Service has corporate rights
both to the use of cryptocurrency and to its
issuance. Each subsequent created block
BTC continues to form a chain of blocks
(blockchain). Bitcoin transactions take place
between users without an intermediary. Node
networks check them using cryptography
and write to the public distributed register —
blockchain (Fig. 1).
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Blockchain is a multifunctional and
multilevel information technology designed
to securely distribute and store records
of all issues and transactions ever made.
Transactions are carried out according to the
cryptographic protocol, and settlements in
the BTC system are carried out using digital
bitcoin coins. Every single bitcoin coin is a
fragment of cryptographically protected code
that can be transferred via the Internet and
stored in a wallet file [4; 8].

Bitcoin coins are intangible and
represent a number associated with a set
of requirements. In addition to transfers
from one address to another, they can be
exchanged for goods and services, as well as
can be used for purchase and sale of money
in exchange offices or online exchanges.
The exchange rate of bitcoins for different
currencies is determined by their supply and
demand. Today, many countries around the
world have developed advanced networks of
participants in BTC systems, including so-
called miners who create virtual money in the
form of their blocks, users who accumulate
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_______________________________________________________________________________________________________________________________
'

Transfer of cryptocurrency by user A to user B

v

Record of transaction data in block form

v

Transmission of transaction information to each participant of the blockchain system

v

Confirmation of the operation by the participants

v

Assignment of the confirmed transaction to the general system of blocks

v

[ Transfer of cryptocurrency from user A to user B }

_______________________________________________________________________________________________________________________________

Fig. 1. Cryptocurrency calculations using blockchain

BTC in their “e-wallets” and spend them
on specialized exchanges or POS-terminals
(in certain countries) to calculate the PTS in
stores. The BTC corporate community has
millions of users, and the BTC system can
be represented as a corporate decentralized
computer network, whose total performance
is eight times the total capacity of the Grid
network of all the world’s supercomputers.
Given the importance of the blockchain
technology for humanity, the depth of
structural adjustments in financial and other
areas, and the opportunities offered by this
technology, its further development should
be carried out on the principles of public-
private partnership. Canadian blockchain
theorist Don Tepscott [4] justifies this point
as follows: we have a lot of data that is very
difficult to structure independently, it is very
difficult to operate, but there are companies
that know how to work and monopolize
information, and there are governments that
collect and consolidate information about
entities, undermining all the foundations of
confidentiality and showing a monopoly.
Existing and potential blockchain
technologies are divided into three categories:
blockchain 1.0, 2.0, 3.0. Blockchain 1.0 is a
cryptocurrency used in various applications
for specific purposes. Blockchain 2.0 is a
contract that operates in various economic
applications based on the blockchain. Such

applications work with certain types of
financial instruments, including stocks,
bonds, futures, mortgages and legal titles,
“smart” assets and contracts. Blockchain
3.0 is an application whose scope goes
beyond monetary settlements, it extends to
public administration, health care, science,
education, culture and the arts.

A key feature of the blockchain is the
use of mathematical calculation algorithms,
as well as the exclusion of “man” and the
human factor in decision-making system.
Cryptocurrencies are similar to precious
metals, as their creation is under control, and
most of them are limited by the number of
units, similar to precious metals, which are
not unlimited in terms of production.

As of June 2022, there were more
than 10,000 cryptocurrencies in the world,
and their number is growing as new
cryptocurrencies are being constantly
created. The top 10 cryptocurrencies by
market capitalization as of June 2022 include
Bitcoin (BTC) ($ 373.220 billion), Ethereum
(ETH) ($ 242.725 billion), Tether (USDT)
($ 74.318 billion), USD Coin (USDC) ($
52.635 billion), Binance Coin (BNB) ($
51.353 billion), XRP (XRP) ($ 20.261
billion), Binance USD (BUSD) ($ 18.606
billion), Cardano (ADA) ($ 18.062 billion),
Solana (SOL) ($ 17.848 billion), Dogecoin
(DOGE) ($ 11.493 million) (Table 3).
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Table 3
Capitalization and prices of major cryptocurrencies as of 25.06.2022
o Cryptocurrency Price Capitalization Exchange

Ne | Cryptocurrency designation %) 9) rate / 24
BTC

1 Bitcoin 20 123,63 373220 020 737 29 549 452 191
ETH

2 | Brhereum > 200905 | 242725919241 18 359 494 592

3 [j"]esthDe—l; 9 ‘ 0,998990 74 318 340 001 52 668 641 272

4 8§DD%01'11 @ 1,000291 52 635 255 289 7274989 719

5 |BNB O 305,17 51353 830 265 1735223 695
Binance Coin

6 | yro X 0.417845 20261 757 673 2234 194 529
BUSD

7 | Binance USD 1,001858 18 606 828 195 6 810 002 132
ADA

8 | Cardano £3 0,534029 18 062 029 148 912 758 753
SOL

9 | Solona = 52,76 17 848 378 204 1 744 386 187
DOGE

10 | Dogecoin 0,086487 11493951917 502201 616

Source: https://www. crypto-rating.com/price-prediction/xIm/

As one can see, the first place is occupied
by Bitcoin, the most popular virtual currency
on the market with a price of $20 123.63, the
second place — Ethereum with a price of $ 2
009.05, and the third place — Tether with a
price of $ 0.998990.

Each cryptocurrency has its own
capitalization ratio. The capitalization of
cryptocurrencies depends on its total quantity
and value per unit. The level of capitalization
of a cryptocurrency is influenced by the
volume of supply and demand of this
currency. It should be borne in mind that the
demand for cryptocurrency can be of two
types: transactional, which is due to the need
to buy a product for a particular currency,
and investment demand.

An important factor that an investor
takes into account when deciding whether
to buy a cryptocurrency is the size of its
capitalization. The source of such information
can be a popular analytical service Crypto-
Rating.com, which presents more than 800
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digital assets, ranked by capitalization.
The top ten Crypto-Rating.com rankings
are reflected in the TOP-10 most popular
cryptocurrencies (see Table 3 and Fig. 2).

These currencies are in the highest
demand among traders and crypto-
investors thanks to the constant growth
of the exchange rate, as well as their high
liquidity and development prospects. In
this paper we consider three main types
of cryptocurrencies, which are among
the Top-10 assets by the size of market
capitalization.

Bitcoin (BTC), the first decentralized
and most widespread cryptocurrency that
occupies most of the cryptocurrency market,
began operating in 2009. BTC dominates
the cryptocurrency market due to the inflow
of money from institutional investors and
the introduction of innovative technological
solutions.

BTC was created by a group of people
under the pseudonym Satoshi Nakamoto
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Satoshi Nakamoto, who had provided its
source code before it was created, which
allowed other programmers to create and
develop other cryptocurrencies on this
basis. The mechanism of operation of the
cryptocurrency Bitcoin can be simplified as
follows (see Fig. 3).

Due to such advantages of bitcoin
as versatility, anonymity, efficiency and
security, a large number of fraudulent
schemes are widespread in this area. The
intervention of hackers and the inability
to return transfers distracts people from
this market. The NBU, in turn, also
warns against fraud. The president of
the European Central Bank, the French
financier Christine Lagarde, considers
the price of bitcoin too high to invest in
it [32].

Ethereum (ETH) is a mint that has been
officially in operation since 2015, based on
the blockchain and smart contact technology,
which is based on the algorithm that allows to
automatically fulfill the terms of the contract.

9 S0L
1 10 DOGE
y = 1%

The blockchain contains information about
each participant in the system — “node” —
and the connection is made through
cryptocurrency “ether”.

On the example of Ethereum, one can
analyze the cost of its extraction. Note that
in order to calculate the cost of extracting
cryptocurrency and its profitability, it is
necessary to take into account several
aspects, namely:

— the price of electricity;

— the cost of computer components
required for extraction;

— the lifespan of computer components
before they become obsolete;

—the amount for which they can be sold;

— the hash rate that can be obtained with
these components. That is, their computing
power required for extraction;

—monetary value of this cryptocurrency.

But for the initial investment and
analysis of the cost of mining, it is enough to
determine the cost of equipment and the cost
of electricity.

Fig. 2. Capitalization of major cryptocurrencies as of June 25, 2022
Source: https://bank.gov.ua/ doccatalog/document?id=30432161
http:// coinmarketcap.com
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Blockchain —
credentials

production

about
previous
transactions

Renewed

Blockchain

Fig. 3. The mechanism of operation of cryptocurrency Bitcoin
Source: http://jibfnet.com/vol-3-no-1-june-2015-abstract-1-jibf
http://m.nv.ua/ukr/opinion/danylyshyn/u-chomu-fenomenbitkoini-2235296.html

We will calculate revenues and costs for
mining a computer system based on the ASUS
ROG-STRIX-RX5600XT-O6G-GAMING
video card — a model in the middle-class
segment of the last generation, announced
in January 2020, included in the Top-10
video cards at the time of study — which
demonstrated a good level of productivity
with a production capacity of Hashrate —42.2
MHY/s. The price of the video card is $1018.
Our coin of choice is Ethereum (ETH). Daily
income is $3.25. Payback period is 314 days.
Profit/price ratio is 0.003190. The power
consumption of the ASUS ROG-STRIX-
RX5600XT-O6G-GAMING video card is
0.15 kW/h. For a month it is (0.15 x24
hours x 30 days) = 108 kW/h.

In Ukraine, the cost of electricity
consumed over 100 kW / year per month
per 1 kW is equal to 1.68 UAH. 108 kW /
year x 1.68 UAH = 181.44 UAH per month,
and for the year 2,177.28 UAH. The cost of
electricity consumed during the year together
combined with the cost of the video card will
be 30,177.28 UAH (1097 USD).

Thus, in Ukraine, Ethereum mining is
currently profitable and cost-effective, as the
cost of paying for electricity consumed is less
than the cost of earned cryptocurrency. Note
that duet to the complexity of calculations,
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the most popular cryptocurrency is mined
in specially equipped premises with ASIC
devices that contain dozens or even hundreds
of graphics chips rather than with the help of
video cards.

The third cryptocurrency in the top 10
cryptocurrencies by market capitalization
is the Tether project, which was initiated
in 2015 by the Bitfinex exchange. After the
main goal in the exchange of real dollars
for digital currency — avoiding barriers and
bans on the conversion of fiat currencies
into cryptocurrency — had been achieved, the
“digital dollar” was included in the list of the
largest cryptocurrency exchange Poloniex.
Traders have been advised to use this option
as a simplified way to switch from e-fiat to
digital money.

The Tether platform is based on the
Bitcoin blockchain using the Mastercoin /
Omni  algorithm and includes all
cryptocurrency characteristics. This project
allows to convert any national fiat currency
into a digital analogue in a ratio of 1:1.
Tether combines bitcoin technology with fiat
currencies, which allows to take advantage
of the blockchain.

Blockchain has many advantages over
traditional financial technologies, it offers
cheap, fast and wunlimited transactions
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without intermediaries, but the volatility of
exchange rates based on blockchain does
not allow them to become widespread. The
Tether platform allows to convert US dollars,
euros or Japanese yen into the appropriate
Tether tokens.

Virtual currencies can act as a medium
of exchange in a real trade in goods, which
affects real GDP. This should be taken into
account when assessing the effects of their
impact on the real money supply. The impact
of virtual currencies on the real money supply
depends on the effect of the replacement of
virtual economy with the real sector and on
the effect of displacement of real money with
virtual currencies [24].

Despite the limited issuance of
cryptocurrency, its market value is a priori
programmed for sustainable economic
development. An investor planning to invest
in this area needs to keep track of its total
value. Most often, a potential investor uses
digital currency (such as bitcoin) as an
investment, buying digital tokens (tokens)
of the company. Such tokens can be either
a cryptocurrency or an asset. In essence,
the difference between a cryptocurrency
token and a value token comes down
only to technical aspects: an asset, unlike
cryptocurrency, does not have its own
blockchain (distributed database). That is, the
token value is issued using special platforms
with their own blockchain (for example,
Nxt). There are two types of cryptocurrency
tokens: fork and altcoins. Fork is a copy of an
existing digital currency with minor changes
in the code, altcoin is a new cryptocurrency
with a unique code and blockchain [16].
Tokens can confirm both the participation
of their holder in the project (system) and
his right to receive a share of the company’s
future profits. They are sold through
cryptocurrency fundraising (fundraising in
cryptocurrency): through ICO (Initial Coin
Offering) or crowdsale. ICO is essentially
analogous to Initial Public Offering (IPO)
and crowdsale is crowdfunding, but in the
cryptocurrency world [30].

The main advantage of cryptocurrency
fundraising is that one can invest quickly,
easily and anonymously. The disadvantage

of cryptocurrency fundraising consists in
o the imperfection of the legal regulation
of these relations. Accordingly, there is a
regulatory risk for a company conducting
an ICO or a crowdsale, and crypto-investors
have no guarantees. In addition, speed, ease
and anonymity are not always good.

Modern cardinal changes in the
monetary system of the world create new
challenges and threats. The number of
cryptocurrencies is constantly increasing,
their supply is growing, as they are in great
demand, respectively, their capitalization
is increasing. The return on investment
in cryptocurrencies is steadily increasing.
The interest of investors in cryptocurrency
transactions, obviously, determines the
impact on the national economies. In
particular, the unregulated development of
new financial technologies, cryptocurrencies,
creates significant obstacles to Ukraine’s
economic stability and security, where the
situation requires decisive action at the state
level to determine the legal status and create
a legal framework for cryptocurrency market
development.

The main methodological approaches
to solving the problems of investing in the
crypto industry can be divided into three
groups [27]:

a) a group of problems of legislation
and responsibility of market participants;

b) a group of problems of professional
responsibility of market players, expertise;

¢) a group of problems of a speculative
trend.

It is known that only a few countries
have been engaged in developing legal
framework for crypto industry, taxation
issues and the qualifications of market
participants. The main goal is to determine the
financial responsibility, ethics and discipline
of such institutions as cryptocurrencies,
cryptocurrencies, cryptofunds, as it depends
on the trust in the industry.

In order to adapt the mechanism of
the crypto industry to the virtualization
of financial flows, it is important to take
into account the predicted changes in the
supply in order to correctly calculate the
future market capitalization and price of
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a particular cryptocurrency. The current
trends in the average trading volume show a
growing demand for BTC coins against the
backdrop of a decrease in the supply of the
corresponding cryptocurrency. Most traders
in the cryptocurrency market are looking for
digital assets that promise high returns due to
the volatility inherent in this space. Although
the ability of most cryptocurrencies to make
huge profits has been somewhat hampered
by the crisis, they are still attractive to those
who see the market as an alternative to
stocks, Forex and other traditional markets.
Therefore, volatility is an important aspect
of cryptocurrency. Cryptorating always
takes into account a number of factors in
the process of analysis of bitcoin price and
offers short-, medium- and long-term price
forecasting using a patented algorithm.

According to a survey conducted by
the Bank for International Settlements (BIS),
global central banks have now stepped up
their work on exploring digital currencies
(CBDC). CBDC has grown significantly in
developing countries in recent years, and the
BIS believes that the first CBDCs are likely
to be released in such countries. CBDC is a
digital version of the central bank money,
which differs from the existing two types:
cash and current accounts (money for banks).

BIS divides money into different types
depending on four groups of characteristics:

—who issues them (central bank or not);

— forms (electronic or physical);

— accessibility (wide or narrow);

— technologies (tokens transferred from
user to user, or between accounts) [2].

Based on these characteristics, CBDC
can be defined is digital money issued by
the central bank. Depending on the level of
availability, it is divided into two types — a
wholesale CBDC, which can be used for
interbank payments (money for banks); and
a general purpose CBDC, which is available
to the general public and used in retail
transactions.

According to  the  technology,
“wholesale” CBDCs are tokens, and “broad”
ones can be implemented both in the form
of tokens and in the form of invoices (the
difference between tokens and invoices
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is in the system of their verification: the
authenticity of the token is verified by the
account. It is checked, as a rule, by the
intermediary — the account holder).

Approximately 80% of central banks
are interested in CBDC (70% a year earlier),
half of them are studying both digital money
options (“wholesale” and general purpose),
the “money for banks” option is of interest
to twice as many monetary regulators as the
general public option (15% almost a third) [2;
13]. Central banks are working on general-
purpose CBDC to improve the efficiency
of internal payments, their security and the
level of affordability.

Cryptocurrencies are viewed by central
banks as a niche financial product. The BIS
survey states that none of the central banks
has certified cryptocurrency as an important
or widely used means of payment in domestic
or international settlements.

Based on the results of a comprehensive
justification, generalization and analysis of
theoretical aspects and pragmatic approaches
in the context of Ukrainian realities and
global trends in the mechanism of adaptation
of the crypto industry in the process of
virtualization of financial flows, it can be
stated that the main provisions are as follows:

1. It is substantiated that in modern
conditions of unrestrained growth of money
markets, active rise of the newest technologies
and innovations, dynamic transformations
of global economic processes, along with
real economy, the virtual economy based on
the circulation of digital currency has been
actively developing. Digital currency exists
in two forms: electronic money, which is a
digital reflection of real money and circulates
in the real economy for the purpose of
conducting banking transactions, and
cryptocurrency, which is a virtual currency
circulating freely in the digital world.

2. It is proved that the development of
the digital economy leads to an increase in
the popularity of electronic currencies, which
quickly respond to changes in the virtual
payment market. So far, two categories of
digital money have been formed — electronic
money, the main features of which are
their recognition by the state as a means of
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payment, controllability and centralized
issuance; and virtual money, which is based
on cryptocurrencies, characterized by a lack
of regulatory influence, mainly decentralized
issuance and a lack of collateral in the form
of traditional money.

3. It is accepted that the emergence
of cryptocurrencies has radically changed
the perception of the world of finance and
business. The first cryptocurrency was
created in 2008 and was called bitcoin. The
emergence of cryptocurrency is part of the
crypto-economy (digital economy), which
is based on a fundamental technology -
blockchain, which can be viewed as a distributed
database of transactions that are transparently
protected and autonomously stored and
converted into values and data, with no central
authority to control these transactions.

4. Cryptocurrency is defined as a
decentralized convertible digital currency
based on mathematical principles, which
are generated and managed automatically
by software that has encrypted information
and cryptographic protection methods.
Cryptocurrencies are is issued directly in the
electronic network and are not associated with
conventional currencies or the state system.
Such currencies can be obtained as a result of
mining (mining). However, the extraction of
some currencies is technologically difficult in
the face of their steady increase. The costs of
cryptocurrency mining have been analyzed
and their economic feasibility has been
considered. The findings show that, currently,
classic mining is profitable for Ukraine, but
cloud mining of cryptocurrencies that can
diversify risks and efficiently distribute the
investment portfolio in the future can be a
more effective solution.

5. It is established that the main
advantages of cryptocurrency are: the
possibility of its use as an investment
instrument, protection against inflation,
lack of control and restrictions on financial

transactions, anonymity, high transaction
speed and low commission. However,
there are certain disadvantages, namely:
the possibility of a hacker attack, the high
cost of cryptocurrency, the instability of
its exchange rate, the complexity of legal
regulation, the possibility of tax evasion and
financing of criminal groups, speculation in
the virtual currency market.

6. It is noted that the success of
investments in cryptocurrency depends on
the correct choice of digital currency, which
should have the following properties: be
popular (show great interest from users,
be available on exchanges, grow in value);
be mobile (move without losses); be safe
(protected from fraud). It is theoretically
proven that despite different opinions about
cryptocurrencies, their appearance on the
world financial market is a phenomenon that
in theory can radically change the existing
financial system in the world. That is why
governments are in no hurry to allow the
mass introduction of cryptocurrency on
their territories, as such an alternative to the
existing financial system may change the
strength of the influence of central authorities
on the management of financial processes.

7. It is argued that cryptocurrency can
have a positive impact on business, as the
lack of commission during transactions allows
companies to obtain free funds and use them
to develop production and reduce the cost of
business entities. High speed of operations
with cryptocurrencies will save time and labor,
increase the dynamism of business, which will
contribute to a positive impact on the economy.

The use of cryptocurrency as a financial
asset for investment is also possible and
attractive for banks as a way to diversify their
activities. Analysis of the cryptocurrency
market has revealed that the price of financial
assets depends on the development and
implementation of additional technologies
for the selected cryptocurrency.
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It has been investigated that the development dynamics of digital media environment causes the

emergence of the crypto industry on the basis of blockchain technologies and asymmetric encryption of
reliable transactions. The authors state that the crypto industry has been growing through the stages of

85



ISSN 2074-5354 (print), ISSN 2522-9745 (online). AKABEMIYHUNA OTNISi. 2022. Ne 2 (57)

adaptation, whose features are incredible dynamics and speed of transformations. It has been established
that cryptocurrencies, introduced on the markets, function as a means of exchange, store of value and
unit of account, are based on mathematical calculations, are a result of these calculations and have
cryptographic protection. It has been noted that the basis of cryptocurrency is blockchain technology,
considered as a distributed database created by electronic computing and representing a code, whose
process of creation is called mining. The advantages and disadvantages hindering the development and
use of cryptocurrency in the world have been outlined.

Introduction. Current trends in the development of information technology and digitalization of
economic processes create an innovative basis for the functioning of the financial market. The dynamic
development ofthe digital media environment is due to the emergence of a new digital economy — Industry
4.0, which is accompanied by virtualization of financial flows through cryptocurrency circulation in the
Internet environment based on new blockchain and asymmetric encryption technologies.

Problem Statement. Modern computer information technology has significantly affected the
global economy and the stock markets, creating opportunities for their virtualization. Today, despite
the value of scientific results, many issues of organizational, legal, financial, information support,
economic stimulation of the cryptocurrency market, as well as the adaptation mechanism of the crypto
industry in the process of virtualization of financial flows remain unresolved. Although studies have
been conducted by many authors, methodological approaches to solving the problems of the functioning
of the financial mechanism and the integral assessment of the effectiveness of the development of
cryptotechnologies are still insufficiently explored. In this context, there is a need for theoretical
justification and the formation of a holistic view of the role of the crypto industry in the process of
virtualization of financial flows as a basis for building effective financial policy, which determines the
relevance of this study.

Purpose. The aim of the study is to identify the main problems and outline the directions of
development of cryptocurrency in the digital economy.

Materials and Methods. The study of this problem was carried out using a multi-level concept,
which includes a range of various scientific methods, in particular, dialectical and general scientific
principles of complex research, which include: empirical (to identify approaches available in the global
and domestic practice to the assessment of trends in cryptocurrency circulation and the cryptocurrency
market — observation, comparison, description); theoretical-cognitive (to consider the essence and
substantiate the cryptocurrency features — formalization, proposal and testing of hypotheses); general
logic (to identify methodological problems of cryptocurrency integration into the financial system
and differentiation of approaches to the concept of cryptocurrency — analysis, synthesis, scientific
abstraction, generalization, induction, deduction, analogy).

Results. It has been found that the emergence of cryptocurrencies has dramatically changed the
perception of the world of finance and business. The costs of cryptocurrency extraction have been
analyzed and their economic feasibility has been considered. It has been established that the main
advantages of cryptocurrency are: the possibility of its use as an investment instrument, protection
against inflation, lack of control and restrictions on financial transactions, anonymity, high speed
transactions and low commission. However, there are some disadvantages, such as the possibility of
a hacker attack, the high cost of cryptocurrency, the instability of its exchange rate, the complexity of
legislation, the possibility of tax evasion and financing of criminal groups, speculation in the virtual
currency market.
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